Alternative Method for MFA other than SMS Texting

1. Setup Microsoft Authenticator App

Using Microsoft Authenticator is the preferred (1°t choice) method for MFA.

This method leverages a software app that must be installed onto a mobile device such as a cell phone, iPad, or
other mobile devices capable of downloading, installing, and running the Microsoft Authenticator. In essence,

the software app works similarly to the Security Tokenin that the software app will generate the random 6-digit
code. Theseinstructionsfollow the MS Authenticator App installation.

The Microsoft Authenticator App has an additional feature thata Security Token does not. It’s called “Notify me
through App,” but this feature is not recommended for use.

Positive aspects of using the Microsoft Authenticator App

e Theuse of either Appis free —no cost is associated with its use.

e Microsoftimposes no use limitation on the use of the Authenticator Apps. Unlike SMS text messaging
or Voice Calling, which have a limit imposed by Microsoft (and will stop working once those thresholds
are hit), the Microsoft Authenticator App has no such limitations. The App will run consistently with or
without Internet access and with or without cellular phone service.

e A personaldevice forthis verification methodis notrequired if you have beenissued a CBU-managed
mobile device; if you do not have a CBU-managed mobile device, then a personally owned device will be
required.

e The App will work without Internetaccess, soif you are in an area without cellular service or cannot
connect the mobile device to any Internetservices, the App will continue to generate the random 6-digit
codes needed forverification.

Potential problems with the Authenticator App

e Ifyou are outof the country, you may have difficulty accessingand downloading the Microsoft
Authenticator App. We have had reportsthat from within China, the Microsoft Authenticator App
could not be accessed. So it would be bestto install it before the need arises.
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Instructions for setting up the Microsoft Authenticator or Google Authenticator Applications

1. [Mobile device] First, install the Microsoft Authenticator App (onto your mobile device). You can locate
the Microsoft Authenticator Appin eitherthe Apple App Store or Android’s Google Play Store. Additionally,
eitherof the two Authentication Apps can be downloaded from Microsoft:

https://www.microsoft.com/en-us/security/mobile-authenticator-app?cmp=vgfp7d 40oczo

2. [Computer] Onacomputer(notyourmobile device), goto this link and sign in with your Active Directory
account (CBU useraccount):

https://mysignins.microsoft.com/security-info

3. [Computer] Click on “Add sign-in method”:

B2 My Sign-Ins | Security Info | Mic X+ = m] 'Y
&« C O B8 = hitpsy/mysignins.microsoft.com/security-info 9 Q 781 area code > 0n =
@ Nessus Pro @ KnowBed (B CCRE Folder B MFA Verify @3 MFA Enable - ADA I3 MFA #1 List € Cloudlock & Umbrella  [f] Secureworks XDR » [ Other Bookmarks
My Sign-Ins ~~ &2 ? °
2 Overview Security info
These are the methods you use to sign into your account or reset your password.
.Q; Security info
Default sign-in method: Microsoft Authenticator - notification Change
E=1 Organizations
+ Add sign-in method
Ll Devices
% Phone +1 sk Change Delete
E| Privacy
@ Microsoft Authenticator b Salalaialaiaieiaiaiaioll Delete
= Email [ e Change Delete
n  Security questions Delete
Lost device? Sign out everywhere
The remainder of Page Intentionally Left Blank
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https://www.microsoft.com/en-us/security/mobile-authenticator-app?cmp=vgfp7d_40oczo
https://mysignins.microsoft.com/security-info

4. [Computer] Click onthe Drop Down, select “Authenticatorapp,” and click “Add” to continue.

B My Sign-Ins | Security Info | Mi- X + - O x

« = O O B = hitpsy/mysignins.microsoft.com/security-info % Q Search @ n =
@ Nessus Pro @) KnowBed [B) CCRB Folder A MFA Verify @ MFA Enable - ADA MFA 21 List € Cloudlock 4 Umbrella [f] Secureworks XDR >» [0 Other Bookmarks

Add a method

Which method would you like to add?

Choose a method
————

Authenticator app

App password

Office phone

5. [Computer] The resulting screen defaults toinstalling Microsoft Authenticator, asshownbelow. Here, we
will click “Next” because Microsoft Authenticatoris what we are setting up.

B My Sign-Ins | Security Info | Mic X + - O X
& > @ O B == hitps//mysignins.microsoft.com/security-info % Q Search ® n =
@ Nessus Pro @ KnowBed [0 CCRE Folder B WFA Verify @) MFA Enable - ADA [ MFA#1 List @ Cloudlock % Umbrella  [£] Secureworks XOR  »> [ Other Bookmarks

Microsoft Authenticator

Start by getting the app
| On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

I want to use a different authenticator app
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6. [Computer] Click “Next” one more time

== My Sign-Ins | Security Info | Mic > + — ] e

bk Q Search @ N =

@ Nessus Pro @ KnowBed [ CCRB Folder B WFn Verify @) MFA Enable - ADA I3 MFA#1 List @ Cloudlock &4 Umbrella  [2] Secureworks XOR > [ Other Bookmarks

« > @ QO B == hitpsy/mysignins.microsoft.com/security-info

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or schoaol”,

7. [Mobile device] Scan the QR Code with the MS Authenticator App (notthe mobile device’s camera)

== My Sign-Ins | Security Info | Mic X + — O Y
& = ¢ O B =2 hitpsy/mysignins.microsoft.com;/security-info ¥¢  Q search @ o =

@ Messus Pro @) KnowBed [ CCRE Folder B MR Verify @3 MFA Enable - ADA I3 MFA 21 List @ Cloudlock &% Umbrella [F] Secureworks XOR % [ Other Bookmarks

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator

app with your account.

After you scan the QR code, choose "Next",

B

Scan the QR Code
with the MS Auth App
[C1[ A ety =
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8. Now MS will send an approval code to the MS Authenticator App

BT My Sign-Ins | Security Info | Mic X + - m] X
& = C QO B & nitpsy//mysignins.microsoft.com/security-info bk Q_ Search ® o =
@ Nessus Pro @) KnowBed (B CCRE Folder B MFA Verify @3 MFA Enable - ADA I MFA #1 List @ Cloudlock & Umbrella [T Secureworks XDR - 3> [ Other Bookmarks

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app.

The remainder of Page Intentionally Left Blank
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a. Goto your mobile device (in this case, it is an iPhone), open your Microsoft Authenticator, and click
the “+” in the upperright cornerto Add a new account.

You will select “Work or school account”:

4:01

= Authenticator

EI California Baptist University

El California Baptist University

@ VS XF

657 292 G

g PayPal

527 361 G

@ Credly

254 158 G

You are going to Add an entry to
your MS Authenticator App

A P O] E

Authenticator Passwords Addresses Verified IDs
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Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?
[ ] |

u Personal account

Work or school account

Other (Google, Facebook, etc.)

Select "Work or school account”
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b. Onceyou click “Work or school account,” you will be askedto login. You will use the QR code
displayed on the computer by pointing the device camera to it (using the Microsoft Authenticator

App).

Note that you are not using the camera application butrather the MS Authenticator App leveraging
your camera (you are not taking a picture).

ull 56 @)

Add account Scan QR code

Your account provider will display a

WHAT KIND OF ACCOUNT ARE YOU ADDING?
QR code

1 Personal account

H Work or school account >

Other (Google, Facebook, etc.)

Add work or
school account

Signiin Point the mobile device camera (using

the MS Authenticator App) to the
gedilQisence screen where the QR code is displayed
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c. Oncethescanis complete, youwill see the new entry appearin the MS Authenticator App

4:02

al 5G @ )

= Authenticator < £33

E' California Baptist University California Baptist

University
Pﬁ" California Baptist University adakh@calbaptist.edu
Notifications enabled
VS XF You can use this device to approve notifications
to verify your sign-ins
062 52 8 65 One-time password code
@ gnE non
@ PayPal _ Approve sign-in?
You will see the new Entry [ Er Tcalifornia Baptist University >
in the MS Authenticator adakh@calbaptist.edu
RYVINRE Q ct >
_ Deny Approve
IJEI Callifornia Baptist University A= Upuate secuny iiwy >
adakh@calbaptist.edu
<O Review recent activity >
@ Credly
You will get a Push from the MS
1 52 237 65 Portal to verify that the MS
Authenticator App is working.
Click "Approve"
N e o
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9. [Computer] Andnow,the MS Authenticator Appis configured

B My Sign-Ins | Security Info | Mic X+ - 0 4
« = @ QO B = hitpsy/mysignins.micresoft.com/security-info % Q Search @ a =
@ Nessus Pro @ KnowBed [ CCRE Folder M MFA Verify @ MFA Enable - ADA @ MFA #1 List @D Cloudlock % Umbrella  [£] Secureworks XDR  »» [ Other Bookmarks

Microsoft Authenticator

° Notification approved

v/

10. [Computer] You will geta success notice, and you’ll see “Microsoft Authenticator” in the list of methods
== My Sign-Ins | Security Infa | Mic X + — o X

« = C QO 8 &= hips//mysignins.microsoft.com/security-info v Q Search ® a =

@ NessusPro @) KnowBed [ CCRB Folder M MFAVerify @) MFA Enable - ADA Il MFA#1 List @ Cloudlock &% Umbrella [F] Securewarks XDR 3> [ Other Bookmarks

My Sign-Ins ~~
. . )t Authenticator ap
Q, Overview Security info red
These are the methods you use to sign into your account or reset your password
8; Security info

Set default sign-in method
E=3 Organizations.
+ Add sign-in method

Ll Devices
% Alternate phone %% Jek FERR WK Kk k& Change

E| Privacy
*k Rk HIORERF Kk kk Change Delete

% Phone

@ Hardware token Delete

|:| Authenticator app Delete
[ Avthenticatorapp Delete
[iz3] Hardware token Delete
@ Microsoft Authenticator Delete
=] Email % e e dvln % e o o ko k% Change Delete

Lost device? Sign out everywhere

—andyou are done
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