Six (6) Alternative Methods for MFA other than SMS Texting (priority order
of preference)

5. Setup Twilio Authy Application

This method leverages a software app that must be installed onto a Windows or Linux desktop or laptop or a
macOS device (i.e., MacBook, iMac, etc.) that can download and install the Twilio Authy App.

The Twilio Authy App works similarly to a Security Token and other Authenticator Apps in that the Twilio Authy
App will generate a random 6-digit code for use during login authentication.

When prompted for verification while logging into your CBU mail (or other MFA-enabled applications), you will
need to open the Twilio Authy App on your desktop or phone and enter the requested 6-digit number displayed
within the Authy for authentication.

Positive aspects of using the Twilio Authy Desktop App

e The Twilio Authy App is free — no cost is associated with its use.

e A personal device for this verification method is not required if you have been issued a CBU-managed
desktop (Windows or macQS). If you do not have a CBU-managed mobile device, Twilio Authy will need
to be installed onto a personal device.

e The Twilio Authy App, once installed, works without Internet access, so if you are using a laptop without
Internet access or cannot connect to any Internet services, the App will continue to generate the
random 6-digit codes needed for verification.

Potential problems with the Twilio Authy App

e Itis not a good security practice to have your MFA codes generated on the same device on which you
need to use the codes. If your system gets compromised with malware that spies on your activities, a
hacker can see your Twilio Authy App codes when you use it. If your device is stolen or lost, there is a
chance the codes will be accessible.

Instructions for setting up the Twilio Authy Application

1. First, install the Twilio Authy App (onto your laptop, desktop, tablet, etc.)

https://authy.com/download/
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2. Go to this link and sign in with your Active Directory account (CBU user account)

https://mysignins.microsoft.com/security-info

3. Click on “Add sign-in method”:

B My Sign-Ins | Security Info | Mic X + - ] x
< C O 8 & nhttpsy//mysignins.microsoft.com/security-info w Q, 781 area code - n =
@ Nessus Pro. @) KnowBed [ CCRE Folder B4 MFA Verify @3 MFA Enable - ADA I MFA #1 List €5 Cloudlock % Umbrella ] Secureworks XDR » [0 Other Bookmarks

My Sign-Ins & ? e
R overview Security info

These are the methods you use to sign into your account or reset your password.
& Security info
Default sign-in method: Microsoft Authenticator - notification Change
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+ Add sign-in method

Ll Devices
% Phone F ¥ ke RHOREACRR T X % Xk %k Change Delete
E] Privacy
@ Microsoft Authenticator e e e e o el Tk o e Delete
Email ek Kok derirkivk Bk k ek ke K Change Delete
2 Security questions Delete
Lost device? Sign out everywhere
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3. Click on the Drop Down, select “Authenticator app,” and click “Add” to continue.

B My Sign-Ins | Security Info | Mic %X =+
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Add a method

Which method would you like to add?

Choose a method
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App password

Office phane

- m} X

® n =

%> [ Other Bookmarks

4. You are going to install a “different authenticator app” (click on this — don’t click “Next”)

== My Sign-Ins | Security Info | Mic X +

&« — @ O B & hitps//mysignins.microsoft.com/security-info bd Q_ Search

@ Nessus Pro @) KnowBed B CCRB Folder B WA Verify €3 MFA Enable - ADA Il MFA #1 List @D Cloudlock &% Umbrella  [£] Secureworks XDR

Microsoft Authenticator

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app
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5. You are going to click “Next” on this screen

B My Sign-Ins | Security Info | Mic X +

& = C O B == nttpsy/mysignins.microsoft.com/security-info i Q search
P Bookmark this page (Ctrl+D)
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Authenticator app

Set up your account

In your app, add a new account.

6. At this screen, you will need the “Secret Key” to enter into your Twilio Authy App

== My Sign-Ins | Security Info | Mic X +

« = O Q8 = https://mysignins.microsoft.com/security-info b Q, Search
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Authenticator app

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next".

=E i= Click on this to reveal this

Wcalbaptist.edu D
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7. Open your Twilio Authy App that you installed in Step 1 and click the “+”:

© Twilio Authy - X
Authy Desktop Edit Window Help

Q I'Search

@ ADAKH

(\ Network Solutions

Valimail

Click on "+" to Add
a new Account

f+) ] i

Tokens Reguests Settings

© Twilic Authy - b4
Authy Desktop Edit Window Help

€— Add Account

You can add Authenticator accounts such as
Gmail, Facebook, Dropbox and many more
using Twilio Authy. For the time being it is not
possible to scan QR codes, but you can add
accounts by entering the code provided by the
service in which you want to enable 2FA.

Enter Code given by the website

Add Account

Enter the Secret Key here
and click "Add Account"

(v} o] S

Enter the Secret Key from the website and click “Add Account”:

Tokens Reguests Settings
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9. Add a name (any name) and pick an Icon (any icon) and click “Save.”
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10. On the browser, you will enter the 6-digit code from Twilio Authy

B My Sign-Ins | Security Infa |[Mic %+

Authenticator app

XXX XXX

Enter code

& > C QO B &= nhttpsy/mysignins.microsoft.com/security-info

@ Nessus Pro @) KnowBed [[) CCRB Folder M MFA Verify @3 MFA Enable - ADA MFA 21 List €3 Cloudlock &% Umbrella  [F] Secureworks ¥DR

Enter the 6-digit code shown in the Authenticator app.

|615013\
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11. And you should see the success message in Green:
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Security info

These are the methods you use to sign into your account or reset your password.
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12. Now you have the Twilio Authy App configured on your laptop, desktop, or tablet.

Since it is not the best security practice to install the MFA method on a device you’re using that requires
MFA, we urge that you do not leave the Twilio Authy App running — only open it when you need to log in.

Then, when asked for a 6-digit code at log in, you can use the digits generated on the Twilio Authy App.
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